	Name
	Source(s)
	Destination(s)
	Protocol(s)
	Description

	Perimeter – Allow Trust
	· Internal Domain Controllers  

· Perimeter Domain Controllers  


	· Internal Domain Controllers  

· Perimeter Domain Controllers  


	· Kerberos-Sec (TCP)

· Kerberos-Sec (UDP)

· LDAP(UDP)

· LDAP

· Microsoft CIFS (TCP)

· RPC (all interfaces)

· DNS
	Temporarily enabled while trust is being created.

	Perimeter – Allow Object  Picker
	· Perimeter Domain Controllers

· Perimeter Member Servers
	· Internal Domain Controllers  
	· LDAP(UDP)

· LDAP

· Kerberos-Sec (UDP)
RPC


	Allows windows user/group picker in the perimeter to find objects on the internal domain. E.g. adding groups to a DACL

	Perimeter – Allow NTLM Authentication 
	· Internal Domain Controllers  

· Perimeter Domain Controllers  
	· Internal Domain Controllers  

· Perimeter Domain Controllers  
	· RPC (all interfaces)
	Allows NTLM to be used across the domain trust.
Allows maintenance of the trust.

	Perimeter – Allow Kerberos Authentication
	· Internal Network

· Perimeter Network
	· Internal Network

· Perimeter Network
	· Kerberos-sec (UDP)

· Kerberos-sec (TCP)
	Allows authentication against either domain from either network. E.g Internal service account used to run MOSS IIS app pools authenticates against the Internal domain.

	Perimeter – Allow DNS Forwarding
	· Internal Domain Controllers  

· Perimeter Domain Controllers 
	· Internal Domain Controllers  

· Perimeter Domain Controllers  
	· DNS
	Allow DNS forwarding to occur between domains. Vital for almost anything to work!

	Perimeter - Allow SQL
	· MOSS perimeter WFE servers
	· SQLServer1 (192.168.33.81)
	· SQL
	Allow SharePoint WFE server access to its SQL databases

	Perimeter – Allow HTTP(s) MOSS WFE NLB
	· All internal address
(192.168.33.0/24)
	· MOSS perimeter WFE servers
	· HTTP

· HTTPS
	Allows all internal PCs to access SharePoint WFE servers in the periemter

	Perimeter – Allow LDAP / LDAPs
	· Front firewall (AKISASVR02)

· Internal MOSS App servers

· Internal Domain Controllers  

· Perimeter Domain Controllers
	· Internal Domain Controllers  

· Perimeter Domain Controllers
	· LDAP

· LDAP(UDP)

· LDAPS
	Allows front ISA server to perform pre-authentication of users and password checks/resets via LDAPs.

Allows internal MOSS app servers import profiles from the perimeter domain

	Perimeter – SharePoint Profile import
	· Internal MOSS app servers
	· Perimeter Domain Controllers
	· RPC (all interfaces)
	Allows RPC from MOSS app servers to perimeter domain controllers. Required for the profile import to work.

	Perimeter – SharePoint search
	· MOSS perimeter WFE servers
	· Internal MOSS App servers
	· Microsoft CIFS(TCP)
	Allows CIFS between MOSS WFE and APP for search index




